
Certificates checklist
Are you going to use self-signed certificates? If yes, ignore the other questions.

Have you prepared the Root certification authority (ca.crt) certificate in the .pem format?

Does your ca.crt include only the Root certificate, without any intermediate ones?

Have you prepared the server.crt certificate in the .pem format?

Have you signed server.crt with ca.crt?

Does your server.crt  include the end certificate plus all intermediate certs, if exist?

Is your server.crt being the SAN certificate?

Does your server.crt includes DNS of all deployed servers and all DNS that are addi

tionally assigned to the APP server?

Have you prepared the private server.key file in the PKCS#8 format for server.crt?

Have you checked that your server.key is NOT protected with password?
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