
Database checklist
Have you installed MS SQL Server 2016 SP1 v. 13.0.4001.0?

Have you activated your MS SQL Server software?

Have you enabled the mixed authentication mode on your MS SQL Server software?

Have you ensured that only local users are used?

Does your SQL server listens to connections on a statically-assigned TCP port?

Does your database reside in a separate network segment?

Does your MS SQL server features DB Engine?

Have you set the SQL_Latin1_General_CP1_CI_AS server-level collation?

Have you set the database-level collation?

Have you ensured that you use only the following special characters for your database pass

words for monitoring and analytics: @#^*():,.;}[]<>/ ?

Have you created the following MS SQL logins in your database:

mssql_dba_user: “wf_dba”

mssql_ct_user: “workfusion”

mssql_ws_user: “workspace”

mssql_sqc_user: “sqc”

mssql_ds_user: “ds”

mssql_rpa_user: “rpa”

mssql_pm_user: “pm”

mssql_ocr_user: “ocr”

mssql_dm_user: “dm”

mssql_rapi_user: “rapi”

mssql_automl_mms_user: “automl_mms”

Have you provided mssql_dba_user with the db_owner permissions? 

Additional requirements for the high-availability mode

Have you configured Windows clustering to setup the SQL clustering in the Always-on mode?

Have you created your database under Always-on Active-Active cluster?

Have you configured the database with a static AG listener?

Have you set the asynchronous replication between the primary and the secondary replicas?
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